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General Information

Introduction

The purpose of this document is to provide the System Administrator and other technical
stakeholders with a complete and easy guide to install and configure this software.

System Overview

IDSync® AD Cloud Portal (ADCP) provides a secure means for a managed service provider,
service desk or any other service department to manage their own on-premise AD Users and
Groups Accounts or those of their customers via a web-browser, from on-premises or remote
locations.

As depicted in figure 1-1 below, the IDSync® infrastructure provides secure data tunnels
between the customers’ network and the ODIN Marketplace, allowing any user with the proper
level of rights to log in to ADCP and perform functions such as enabling/disabling AD Users,
changing passwords for such users, unlocking locked accounts, etc. (the actual level of
delegation depends on the customer needs or preferences). This document focuses on how to
configure and manage such levels of delegation.

Ingram Cloud
Marketplace Network for
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ODIN
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Secure Tunnel 1 .
Secure Tunnel 2 . o~
[ seaveramen (] g Pu
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User Access to IDSync® AD Cloud Portal
Web Page from Customer Control Panel
in the Ingram Marketplace

Figure 1-1
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General Information

System Components

The IDSync® Cloud Portal System consists of four components (see figure 1-2):.

e IDSync® Management Studio — The IDSync®
Management Studio is the interface that
provides the means to configure the IDSync®
System and to install and monitor the IDSync®
Services, which are necessary for
communications between Active Directory and
the AD Cloud Portal interface.

e IDSync® Security Studio — It's the configuration
center for Security Users, Profiles and Scopes,
which form the foundation to provide and limit \
the Security Rights and Access Levels that each Cloud ) Services

user requires and is permitted. Console O
e IDSync® Services — These applications operate ;
in background and provide the required \

communication between Active Directory and
the Cloud Portal interface.

e IDSync® Cloud Console — This is the cloud-based interface where the remote actual
administration of the AD Users, Groups and Computers is enabled.

IDSync® Cloud Portal Components

‘\/ Z
Management | Security
Studio Studio

Figure 1-2

These components build their configurations and operations on top of a SQL Server
database, where they store all the data they need to work.

This guide will focus on the installation process of the IDSync solution. More
information about the IDSync® Management Studio and the rest of the components is
available in their respective User Guides.
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IDSync® Server and System Requirements

1. IDSync® Management Studio server:
a. Windows Server 2008 (all versions) or above. Virtual or physical devices are
supported. There's no need for a dedicated server for this component.
b. 32 or 64-bit Supported.
c. .NET Framework 4.6 (or above). It will be automatically installed by IDSync® if
not available on the machine.
2. Microsoft SQL Server
a. Both Microsoft SQL Server or Microsoft SQL Server Express editions are
supported.
b. SQL Server Instance must be configured for US English Code: 1033/en_US
TCP/IP and Named Pipes protocols must be enabled on the server
SQL Server and SQL Server Browser services must be Running
Mixed-mode authentication must be enabled on the SQL Server
Microsoft SQL Server Management Studio is needed for support and troubleshooting
purposes.
7. If Enabled, the local firewall on the SQL Server must permit traffic on the ports that
are in use by both the SQL Server Service and the SQL Browser service.

ok W

Security Requirements
1. Domain Administrator access privileges

2. Database Administrator account

3. SQL Service account for IDSync
a. Account that IDSync will utilize to connect to the database




97 IDENTITY IDSync® AD CLOUD PORTAL

SYNCRONIZER Cloud-based AD Management

AD Cloud Portal Concepts

@ Cloud Portal User: Any individual
who is authorized to access the
ADCP (using the Cloud Console
or the Security Studio).

@ Cloud Portal Group: A collection Rights &
of Cloud Portal Users who share R
a common set of characteristics
(for example, a common Security
clearance level).

= AD Secured Objects: Any User,
Group, Contact or Computer Cloud
within an Active Directory Scopes Portal Users &
environment that may be
managed via ADCP.

= Security Feature: Any function
that can be performed by a Cloud Portal User on an AD or Security Object, for example,
editing User’s Properties or running a Report.

= Features Profile: A list of Security Features that have been assigned to a Cloud Portal User
or Group of Users and they can perform.

= Scope: A list of AD Users, Groups or Organizational Units that can be managed by a Cloud
Console User. Along with Cloud Portal Users and Features, Scopes define a Security Profile.

@ Self-Service Profile: An interface to perform functions (actions) limited to a single AD User
(independent of other service Users), making faster and more convenient transactions
(e.g., a User changing his own password).

& Pre-defined and Customized Reports: Specific and organized information showing the
current state of a given set of Objects (e.g., a list of all Cloud Portal Users with assigned
Profiles and Scopes). ADCP offers a Report Designer to build detailed and fully customized
reports.

@ Managed Users Report: A list of AD Users that are manageable via AD Cloud Console.

Security
Profiles

Groups

Figure 1-3

@ Transactions: A list of changes that have occurred via ADCP. Such changes include: actions
made on the Security Module (e.g., modifying a profile or a scope) as well as changes
made to AD Objects (e.g., changing a User’s Home Address).
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Deploying IDSync® AD Cloud Portal

Deploying the IDSync® System includes four basic steps:

Ordering,
Downloading,
Installing and
Configuring.

Each one of these steps will be explained in the following sections.

Ordering

The IDSync® System can be ordered via the Ingram Micro’s Market Place or via other Odin-
based Control Panels.

If you're using the Ingram Micro’s Market Place please continue to the next page, otherwise go
to page 16 to see the detailed ordering process.

10
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Ordering IDSync® AD Cloud Portal using Ingram Micro’s Marketplace

e Open the Ingram Marketplace website www.ingrammicrocloud.com.
e Then, select the Cloud
Services menu option.
See ﬁgure 2.1-1. C | ® www.ingrammicrocloud.com Q W

-
=

Transform your business with Clo

Security. Business Applications. Cloud Management Services. ’
Communication & Collaboration. Infrastructure.

W Ingram Micro Cloud - Ur X

We’ve got you covered.

| BECOME A PARTNER Il SHOP MARKETPLACE

Figure 2.1.-1

e Look for and click on Cloud Enablement Services from the Marketplace website as shown in
figure 2.1-2.

]
o
=
I L] CLOUD SERVICES §

Cloud Services

2
@G Backup and Disaster Recovery (Q Digital Marketing

% Business Applications {O} Industry Solutions

gerables compliance requirements
Q Cloud Enablement Services Infrastructure

Figure 2.1-2.

11
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Ordering IDSync® AD Cloud Portal using Ingram Micro’s Marketplace

& Cloud Enablement Servic X

& c |® www.ingrammicrocloud.com/cloud-enablement-services/ (=} ﬁ| D
Imm g. CLOUD SERVICES v CLOUD PLATFORMS ~ SUPPORT COMPANY ‘ SeIeCt IDSynC - Identity
il , , Syncronizer from the Cloud
Deliver timely, responsive and effective global customer support while .
accelerating technical development, migration, onboarding and user adoption. Enablement SerVICeS menu’

Cloud enablement software includes cloud solutions for IT, ITaaS, professional

services, onboarding services and technical support. It also comprises tools for as shown in ﬁgure 2 . 1_3 .

identity management, identity synchronizers, active directory and exchange
synchronization, billing and invoicing integration, and end-user requests.

Cloud

Browse industry leading cloud services from IDSync, MaaXcloud, Service Desk and

Enable.ment more through Ingram Micro Cloud Marketplace
Services

Featured Solutions

Identity Syncronizer

Cloud Services

Business Applications

Figure 2.1-3.

[ Cloud Marketplace X
c ‘ @ Secure | https://us.cloud.im/en/products/idsync/identity-synchronizer/ Q i}| o
- i Cl 1844 CLOUDIM (256-8346) & # =
A product screen describing the | '™ Cloudiirenies o SN
features of Identity Syncronizer® CLOUDSERVICES - SUPPORT - COMPANY . BECOMEARESELLER
will display as shown in figure Identity Syncronizer

2.1-4, Gp
Identity Syncronizer is a single identity management platform that DSYNC

both end-customers and resellers can leverage to manage user

) If you haven’t Iogged in to identity info including users' login credentials and meta-data
the Marketplace yet, then betw?en Active Directory andrlhe Ingram Micro Markstplace . It
. 3 also includes automated provisioning and real-time, automated
CI|Ck on the LOG IN I|nk updates of changing identity data. Its central, unified identity and

access platform allows resellers to extend their offering and

integrate PSAs like Connectwise and Autotask, manage users for
Microsoft Active Directory and Exchange all through the

° ngram Micro United States
Help | Contact Us

customer contral panel interface

Products ~ Vendors - Services & Support News & Events

MICRO

Figure 2.1-4

|Search by Keyword(s), VPN or IM SKU

Home

Log In

e In the subsequent page (see figure 2.1-5), fill out
_ the corresponding fields with the proper credentials.
[ | e And, click on Log In

Password

=5

Figure 2.1-5

Forgot Password?

12
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Ordering IDSync® AD Cloud Portal using Ingram Micro’s Marketplace

Scroll down and locate
the menu for selecting
between reseller and
customer plans (see
figure 2.1-6).

Select “Reseller Plans” if

[
[

i Apps

c

CLOUD SERVICES v

Identity Syncranizer - Connectors for Reseller

[ Cloud Marketplace X

8 Secure | https:/ius.cloud.im/en/products/idsync,/identity-synchronizer/

& Search foi

* 0

SUPPORT ~ COMPANY ~ CONTROL PANEL

-0

o,

you will be purchasing
IDSync for use in your

RESELLER PLANS CUSTOMER PLANS

Reseller's Choice

|DSync provides advanced identity and access management allowing a customer's hosted services directory

own company or
“Customer Plans” if you
will be purchasing for a customer.
Click on Buy Now when ready.

to be centrally managed through their existing local Active Directory Users and Computers interface.

Figure 2.1-6

S
/ [ cloud Marketplace X

[all=]=]

&

£ apps

C | & Secure | hittps:/ius.cloud.im/shoppingcart/plan/200482/

L1-844-CLOUDIM (256-2348) =

IN“RAM: CloudMarketplace

CLOUD SERVICES v SUPPORT ~ COMPANY + CONTROL PANEL

Heme * Identity Syncronizer * Recommendations

Order Details

Identity Synchronizer - Connectors 1month

Identity Synchronizer - Connectors

+ AddDomain(s)

Enhance your plan with these add-cns!

IDSync - Office 365 Connector w/Azure AD Synch (100
Licenses included)
Add Office 365 AD Connector to your Subscriptions

Autotask Billing integration for IM Marketplace
Add Autotask Billing Connector to your Subscriptions

Autotask Contacts {100 Licenses included)
Add Autotask Contact Connector to your Subscriptions

ConnectWise Billing integration for IM Marketplace

The ordering screen (figure 2.1-7)
will display and will list all the IDSync
“Connectors”.

LoGouT

Qsearchfor ¢ O W O

Figure 2.1-7

e As shown in figure 2.1-8, now
select the duration period for

your plan.

CLOUD SERVICES SUPPORT COMPANY CONTROL PANEL C Search for

Home  Identity Syncronizer © Recommendations

Order Details

Identity Synchronizer - Connectors for Reseller v ‘

| 1 month

1 vear |I!
W

Figure 2.1-8

|dentity Synchronizer - Connectors for Reseller

13
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Ordering IDSync® AD Cloud Portal using Ingram Micro’s Marketplace

BN EIEE
e Then, you will want to scroll é'me“"“__ e =
. - ecre S 1 AUS. CloULIm Shoppingcart/plan,
down the list and find the

options for AD Cloud Console
AD Management via ODIN
Automation as shown in
figure 2.1-9.

CLOUD SERVICES v

SUPPORT v

Active Directory Azure AD & Cdin Cennactor {100 Licenses
includad)
Add Azure AD Connector to your Subscriptions

IDSync® - AD Cloud Console AD Management via Odin
Automation

Add Cloud Console Connector to your Subscriptions

IDSync® - AD Cloud Conscle Password Resat ONLY via Odin
Autemation
Uses Odin Automation login and a browser to manage

customer's Active Directory. Includes base product license.

COMPANY v

—_— El=lel =]
/[ Cloud Merketplace x \ 1\
&« C | @ Secure | htps:/fus.cloud.im/shoppingeartiplan 200482/ r

1 npps

CLOUD SERVICES v SUPPORT v COMPANY CONTROL PANEL

Q Search for

% 0 WO

Active Directory Azure AD & Odin Connector (100 Licenses
included)
Add Azure AD Connector to your Subscriptions

# IDSync® - AD Cloud Console AD Management via Odin
Automation {20 Licenses included)

$4.60/Month

Add Cloud Console Connector to your Subscriptions

vt IDSync@® - AD Cloud Console AD Management via Odin Quantity:

utomation {5 Licenses included) 10
Add additional Cloud Consolelicenses to vour subscriptions

b

$1.15/Month

QuickStart for IDSync® - AD Cloud Console AD Management
wvia Odin Automation

Buy QuickStartintegration asssistance/ services for your
Cloud Console connector

SUBTOTAL

GRAND TOTAL

Figure 2.1-10

$11.50

14

$16.10

$16.10

CONTROL PANEL Q Searchfa

% 0

-0

S

Figure 2.1-9

The base connector is licensed to
manage 20 Active Directory users.

e If the Active Directory that you
will be managing has more than
20 users, order additional User
Licenses as indicated in figure
2.1-10.
Note that the Additional User
Licenses are grouped in 5
licenses bundles.
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_Ordering IDSync® AD Cloud Portal using Ingram Micro’s Marketplace

After all your selections have been made,
click on the Continue button as shown in GRAND TOTAL $16.10

figure 2.1-11 to finish the purchase of your
IDSync subscription. m]

-

Figure 2.1-11

15
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Ordering IDSync® AD Cloud Portal using an Odin-based Control Panel

If your operation is based on an Odin Automation’s platform, here’s how you buy a new
subscription, or add the IDSync AD Cloud Portal solution to your valid current subscription.

& custirners
& Resellers
Subscriptions
|=] Tasks

= ¢ Products
& Service Templates
il Resources

= & Services
& Domains
& Wb Hosting
@ Applications

L E-mail

@) One ormaore hotfix(es) are available

General

# Edit Company Info 7 Edit Contacts

In] 1

Marne SenicePro
State @ Enahled
Hosts

4k Install Service Node

e Logintothe
Reseller Control
Panel (see figure
2.2-1).

Se rVi Ce p R O i@ Billing & Hosting CP ® MyProfile @ Documentation
e ServicePro
= Eg Operations

Figure 2.2-1

P servcorro]

- FR Oneratinns

Figure 2.2-2

ServicePrRO .

12t IDSync
= [5G Operations

Customers

o Resellers
Subseriptions
i) Orders
& Provisioning
=] Tasks

= [ Finance
B Documents
|=] Repaorts

o B nraduete

Figure 2.2-3

Serviceprro

ServicePro

Customers

Direct Customers All Customers

Customers
(# New Customer Account [ Search For Account
10total | Show Search

Account D A Account Marne Balance

1000001  Cyberdyne Systermns Corp

1000002 Stark Industries

16

iy Billing | Hosting CP

e Switch to the Billing
portion of your panel
(figure 2.2-2).

Navigate to Customers (look
for this link in the menu at
your left, under Operations).
See figure 2.2-3.

Then, click on the Account
Name link for the customer
whose account you would
like to add subscriptions to.
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Ordering IDSync® AD Cloud Portal using an Odin-based Control Panel

Click on the ‘Orders’ Tab (see
Cyberdyne Systems Cor * o
yberdyne oy P figure 2.2-4).
Users Fayment Methods Roles Subscriptions Terms and Conditions ° Then C“Ck On \Add NeW
General Documents Motes Crders Ol‘delc'

Customer Orders

| Add New Orderyy ] View Archive S Bulk Archive

Figure 2.2-4
e You need to specify the correct Edit Order Dstails Confirm Order
settings for your subscription
(use the magnifying glass icon " e
H : + Service Plan* —~—

beside each option, see figure |~ a1

2_2_5). Subscription Period * Dayls) Ja
Farent Subscription Q%
Comments

A

Sales Branch QX
Sales Person QX

Figure 2.2-5
e First, define the Service Plan:
o Click on the
magnifying g|ass (See Account 1000001 Cyberdyne Systerns Corp
figure 2.2-6). Sevice Plan "ﬁ%(
Subscription Period * Dav(s) v Oy
Figure 2.2-6

17
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Ordering IDSync® AD Cloud Portal using an Odin-based Control Panel

Then, in the pop-up window (figure 2.2-7), look for the ‘Identity Synchronizer’ service
plan, and click on its
name to select it.

o

[®] service Plans [=]®] = ]

Account
-

Service Plans

Identity
L

Service Plan ™

Subscription Peria

Parent Subscriptio

Comments

Q Search &) Reset Search
1 total | Hide Search Select Columns | Export To Excel
ID ~ Name Category Additional Information |
| Identity Synchronizer - Connectors for CJstomekb Cloud Management Services |
Figure 2.2-7
o Now, select the Service Plan * QX
Subscription Period, by T
clicking on the icon to ~ 3uoscription Period %;‘(
the right of that field Parent Subscription Selec
(see figure 2.2-8).
Figure 2.2-8
) ) Account 1000001 Syherdyne Systems Corp
o Ar]dl CIICk on the deSIred Serice Plan* @Subscription Periods [=[=] s
Subscription Period from o o i -
the pop-up window (as swsrtoneerd - Subseription Periods
shown in figure 2.2-9). Parent Subscripig
Comments
Duration a  Linit A
1 honthis)
1 earis)
Figure 2.2-9

Then, click *Next’ to proceed to the next
wizard step (figure 2.2-10).

Cancel

=y

Figure 2.2-10

18
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Ordering IDSync® AD Cloud Portal using an

Odin-based Control Panel

e Enter your customer’s domain
name (optional), then click
Next to proceed (see figure

2.2-11).

Comain Mame

e Review your Order Information
current order and _— 5160
select a Payment Comments
Method (see figure Fromation Code
22'12) Order Details
e Click on Place 0 Dessiiaion
Order to check out 1 Identity Syncranizer - AD Cloud Portal
your purChase' Payment Information
Fayment Method * Pay Later
*Required fields
e Or, click on ‘Order Additional Resources’

to add other products (such as a
QuickStart service or additional seats) to
your plan (figure 2.2-13).

19

Edit Order Details

Farameters Confirm Qrder

wourDomain.net

Cancel

Figure 2.2-11

Here you can review your order and select payment method.

Crder for the "ldentity Syncronizer - AD Cloud Partal " Plan for 1 Year(s). ldentity Syncronizer - AD Cloud Portal

Ayl
Detail Type Quantity Duration Unit Price Extended Price
Flan 1.00 itern §4.60 F4.60

Cancel

Order Additional Resources

Place Order

Figure 2.2-12

Order Details

Mo QDrder Details Available

*Required fields

Order Additional Resourres

Figure 2.2-13
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Ordering IDSync® AD Cloud Portal using an Odin-based Control Panel

If you choose to add Additional Resources, you'll be presented with a list of all possible
resources associated with the plan you're subscribing to.

e Choose a Resource Category and Choose Resource Category

click on the ‘Choose Category’
button (as shown in figure 2.2-14).

Resource Categories

Hame

. IDEyne - AD Cloud Portal Conneclor

1 tota

Choose Category \“

Figure 2.2-14
. Then, choose the Choose Resource
Resource, and, click on _
\ . 1D Mami Flpbign
Modify Resource
7 L 1000138  IDEme - AD Cloud Portal IDEyme's cusiomized web-Dased management of dirgclony-
Amount Counier services enfiies

(see figure 2.2-15). 1 total

Modify Resource Amuunt‘h

Figure 2.2-15

Modify Resource Ordered Amount
o Select the Additional

Main amount you require, then
Resource 1000138 [DSync - AD Cloud Portal Counter click ‘Next’ (See ﬁgure
Resource Amounts 2.2-16) to go back to the
Included 1.00 unit Order Information page.
Additional 1 1

Loweer Limit 1.00 unit

Upper Limit 1,000.00 unit

Cancel

Figure 2.2-16

20
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Ordering IDSync® AD Cloud Portal using an Odin-based Control Panel

Order Information

e Once again, review Total Before Taxes §5.75
your Order and ;T” :23:
Payment MethOdl carmments Order for the "ldentity Syncronizer - AD Cloud Poral® Plan for 1 Year(s)
then click on ‘Place Promation Cade I

Order’ to check out Order Detals
your purchase (see

f. 2 2 17 1D Description Detail Tepe Quantity ~ Duration  UnitPrice  DiscountAmount  Extended Price
Igure " )' 1 Identity Syncronizer - AD Cloud Portal Plan 1.00 iterm $4.60 $0.00 $4.60
2 IDSync - AD Cloud Portal (5 additional seats) Resource 1.00 iterm $1.15 $0.00 $1.15

Payment Information

Fayment Methad * Pay Later M

*Reguired fizlds m Order Additional Resources

Figure 2.2-17

The purchase order will be placed, and, depending on the selected payment method, it may
be automatically paid, and service provisioning will start (otherwise, the order needs to be
reviewed, approved and a respective payment must be attached).

21
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Downloading the IDSync® Management Software

Now that your subscription is active, you need to download, install and configure the IDSync®
connector.

@) odin® Autamation x
) Log |n to the &« C | @ cidsync.apsdemo.org G080 workspace.html ¥r
Reseller Control il L
i@ Billing & Hosting CP Wy Profile bocurnentation (1) Logou
PanelforODIN_ SerVICePRO Biling & HostngCP & MyProfile @ D tation (1) Logout
o Then, SE|eCt : Customers o :
. 12 IDSync
Operat|0ns > = ¥ Favorites List of end custormers
|&] Tasks
CUStomerS. = @Op;aﬁ:ns 1-10 of 10 | Bhow Search
® Look for the im D A Company Vendor  Subscriptions  Created Brand Status Actions
[& subscriptions 1000007 Cyberdyne Systerns Corp DSyne 3 091972076 12:37 ) Enahled El
Customer you want (5] Tasks 1000002 Stark Industties Dsyne 2 011872017 163 | ﬂgb
to download the e
. . . . . .. Fi 2.3-1
software for, and click on the icon at its right, to login as an Administrator for are
this customer (as shown in figure 2.3-1).
e When the customer’s Control Panel displays, select the IDSync subscription from the list of

active subscriptions as shown in Figure 2.3-2.

[®] odin® Adtomation x
& C | @ cidsync.apsdemo.org:B080/workspace html
5 Apps Odin
ICePRO
Hosted Domains Users Account
== DisduEd FAos Oing Suuscripiigns ==
Figure 2.3-2
(8] cdn® Automation * e Once you have selected the

&« C | @ cidsync.apsdemo.org:8080 workspace il IDSynC subscription from the
S Apps [ Odin Sandhoes customer control panel, an

IDSync tab will appear as shown
in figure 2.3-3.

>ervicePRO
Hosted Domains Users Account

Figure 2.3-3

22
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Downloading the IDSync® Management Software

e Click on the IDSync tab and the configuration screen for IDSync AD Cloud Portal will
display (figure 2.3-4).

&« C @ cidsync.apsdemo.org:S080workspace hitml

S Apps ©din Sandboxes

ServicePRO

Hosted Domains Users | IDSync | Help & Support Account

== Service Information
Q_ Subscription IDSyne (v3.0-68)
TN (ID:1000004)
+ Al Resource Usage + Subscription Resources
Figure 2.3-4

o Click on the Configuration button (figure 2.3-5).

(8] odn® Automtion . From this screen, the first two
sections (the software Download
and the Client Configuration) will
be needed:

e rVI C e P RO Click on the Begin IDSync Client

Home Hosted Domains Users Help & Support Download button to download
the software that will be

(o the softn ,
g’)SYNC AD Cloud Portal installed in your customer’s

& C | @ cidsync.apsdemo.org: 020 vorkspace. himl

Y oApps odin

network.
e Once downloaded, copy the file
?;"‘ Configuration || =) Audit Logs ;. Users a4 Groups =) Contacts tO the server Where the

IDSync® Management software

IDSyne Client Download . A
will be installed.

Eelow is a button that will start the download for an archive (zip) file cor
Hote: If you click download and nothing Bappens, please contact us at

& Begin IDSync Client Download

IDSyne Customer License Configuration Settings

Figure 2.3-5
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Downloading the IDSync® Management Software

e Then, scroll down and look for the IDSync® Customer License Configuration Settings
section (see figure 2.3-6).

e Click on the Copy Config button to copy the License Configuration information onto your
clipboard.

e And, paste the information into a text file and transfer the file to the server on which you
will be installing IDSync® in your customer’s environment.

& C | @ cidsync.apsdemo.org G050 mworkspace himl

=0 npps Odin

ServicePRO

Home Hosted Domains Users Help & Support

(L)
(IDSYNC AD Cloud Portal

g_, Configuration | =] Audit Logs r_1 Users b Groups =) Caontacts

¥ Begin IDSync Client Download

IDSyne Customer License Configuration Settings

The information found on this section are setting values to be used when installing

Customer Name Acrme Carp
Customer License Mumber

Gateway Username AcmeCarp
Gateweay Pasgward

Security Gateway URL

Bi Copy Config

Figure 2.3-6
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Installing the IDSync® Management Software

&« v 4 > ThisPC > Desktop > IDSync > e Locate the .zip file on the server where
~ o IDSync® services will be running, and
# Quick access extract its contents (see figure 2.4-1).
#& OneDrive - Solutions, Inc Identit;
o Attachments ?ﬂ‘gg’;ize' @  The IDSync® software is developed to
Lesanacsin . [ FUN ON 32bit or 64bit operating systems, so,
Open both installers should be found in the .zip file,
Open in new window || |along with documentation related to the
Extract Al.. L system and version that’s being installed.

Figure 2.4-1

! e Choose the installer according to your

Documenkati.. . operating system (x64 for a 64bit OS or
x86 for a 32bit OS) .

e And Run it as administrator (see figure
2.4-2).

"} Run as administrator
* Troubleshoat compatibilit

Identity Syncronizer - InstallShield Wizard

. n Identity Syncronizer requires the Following items to be installed on your computer. Click
F/gure 2.4-2 s.".a Install to beqgin installing these requirements.

Status | Requirement
Pending Microsoft (MET Framework 4.6 Web

If not present, the installer will ask for the

Microsoft .NET Framework 4.6 to be installed:

e Click the "Install" button to start installing
the .NET Framework, as shown in figure

2.4-3.

Install I Cancel |

Figure 2.4-3
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Installing the IDSync® Management Software

i Identity Syncronizer - InstaliShield Wizard [ x]

Welcome to the InstallShield Wizard for

Identity Syncronizer e Click on the Next button (figure 2.4-4).

These Incet sl Shaslc(R: ) Wizand vl irctall Identity Symcronizsr on
q wour compuber. To conkinue, dick bt

WARMING: This prodr s i probected by cofrright ey s
inbermational reaties.

F'l"i' Identity Syncrondzer - InstallShield Wizard
Figure 2.4-4 Rety ta Install the Program (""\ o .

Thee wizard i ready bo begin nstalation, WJ ’lJO YNC
1k Instinll R Bwsiny R it sl ation,

BF you want ko review of change any of your installation settings, chok Badc Click Cancel to
#uit the wizard.

e Click on the Install button to continue
the installation process (figure 2.4-5).

< Back Tretal E cancel |

Figure 2.4-5

i'é‘- Identity Syncronizer - InstallShield Wizard

InstallShield Wizard Completed

™ The InstallShield Wizard has successfully installed Identity
Syncronizer, Click. Finish to exit the wizard,

[ Launch Identity Syncronizer

e Then, click on Finish to close the installer.

< Back Finish I q Cancel

Y]

Figure 2.4-6
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Configuring the IDSync® Management Software

Identity Syncronizer Management adrniristrator ) ) .
@ Studio e Once the installation is complete
—l _— Documents open the “Identity Syncronizer®
it c Management Studio” from the
o aomputer ]
S Services start menu (see figure 2.5-1).
- Mebwork,

sl Cornmiand Prompk

@ Internet Explorer

~ Active Directory Users and

Conkral Parel

Devices and Printers

Computers Administrative Tools
Help and Support
Rur...
» &ll Prograrns Windows Security

I |search programs and Files

@J Log off | »

.f _'StartJ _EI?E.I 7

Figure 2.5-1

o # @

Configuring the SQL Database

When the Identity Syncronizer® Management Studio is run for the first time, the database
connection settings need to be

C Identity Syncronizer® Database Connection SpeCiﬁed .
r3yncronizer Database
a0L Server: |sql5&rver\,instanceName J e Enter the necessary SQL Server
. . . \
560 User ID: syresa information in the ‘Database
o o Connection’ dialog box (see figure

Database Mame:

idSvnc

Figure 2.5.1-1
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Configuring the SQL Database

"'3 Identity Syncronizer® Database Connection

e Once the SQL ~Syncronizer Database I
connection data has e ConnectionTest 3|
been entered click on 3oL User ID: |
the eIIipses ( ) button Mo errars detected connecking ko database server,

) Password:
to test the connection. .
. . atabase MName:

e If the connection is
successful click the “"OK”
button to continue (see OK p

figure 2.5.1-2).
Figure 2.5.1-2

Troubleshooting the Database Connection

If an error message is shown when testing the connection to the database, please, make sure
that these requirements are met in the SQL Server settings:

“< Microsoft SQL Server Management Studio

L] Mixed'mOde authentication needS File Edit ‘iew Debug Tools ‘Window Community  Help

to be enabled, since the Identity

i % Seript = 74 Hel
Syncronizer® uses a SQL Server " Geners L5 Seript = [ Help
nam nd d 2 Memany
user name a passwor 2 Processors Server authentication
. . . |
comblnatlon (ﬁgure 251_3) E}' Connections ' Windows Authentication mode
_2: EitabaseﬂSettings & S0L Server and Windows Authentication mode

Figure 2.5.1-3

F= 5ql server Configuration Manager

File  Action View Help

ol A AN ENYEYN 7
@ 50U Server Configuration Manager (Local) Protocal Mame | status ° TCP/IP and Named Plpes
SOL Server Services W~ Shared Memory Enabled

. S0L Server Mebwork Configuration (32bit) % MNamed Pipes Enabled pI‘OtOCO|S need tO be enabled

: 0L Mative Client 10,0 Configuration (32bit) HTCRIP Erabled .
d S0L Server Metwork Configuration FuIa Disahlad (ﬁgu re 2 . 5 . 1'4) .

- VER
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Figure 2.5.1-4

Troubleshooting the Database Connection

e The SQL Server User ID needs to
have permissions to create
databases (sysadmin rights) on
the SQL server (figure 2.5.1-5).

= Sql Server Configuration Manager

File  Ackion Miew Help

&= |7 |c=H

‘@ S0L Server Configuration Manager (Local)

SCL Server Services

& 30L Server Network Configuration (32bit)

29

Mame

81501 Server (SOLSERVERL)

ﬁSQL Server Browser

Figure 2.5.1-5
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Configuring IDSync® for Market Place communication

Once the database has been configured, the Identity Syncronizer® Management Studio will
open.

The next step is to configure the Identity Syncronizer to communicate with the Ingram
Marketplace or with another Odin-based Market Place.

e To do so, click on the “Odin” tab and a screen as shown in Figure 2.5.2-1 should
display.

7 Identity Syncronizer® Management Studio - 1&]X]
|Connection| Push Agent and MMC|

Agent Service Log | MMC | Proxy Service Trarsactions: | Odn

= P o Aot e CERTIRITTT Yersion: 2015.9.29.1
Connection Settings ~ Database Server:  192,168.52.226\SQUSERYER] Version: 2015

Licanse Key Database User ID:  Ksyncsa

Password: seseerene

Metadatas Sync ~
Database Name: Ksync-gas3-1
Auto Purchase
v Al AD groups act as Distribution Lists Check User Status
Buk Link Enforce Paralels Password Policy every seconds

Webservice URL: htps:[192.168,52,242:6443/rpc2
Lync Settings

AD Admin User: Sdminictr stor

APS2
.........

AD Admin Password
Account Number 1000063

Subscription 1D: 0

Gateway User: 1dsyncQA31000203
Authenticate
Gateway Password: esssssssscssssssssee
UR

Gateway Searet: SfuydiF[SeleSUSC4pSSFL.. ~

Defauks
[T Show in Address List ™ Enable IMAP Login ID
[T Ensble OWA ™ EnsblePop Defauk Domain: Prinary Email Movelp
™ Enable MAPI ™ Enable ActiveSync v Source Domain
™ Ensble BlackBerry Alas Expression: Defauk Domain MoveDown

Figure 2.5.2-1
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Database Server: 192.168.52.226\SQLSERVER L

Database User ID:  idsyncsa

ooooooooo

Password

Database Name: idsync-qa3-1

Figure 2.5.2-2

e In the Webservice URL field
(see figure 2.5.2-3), enter the
‘Security Gateway URL’ that
you obtained from the
customer control panel in
ODIN.

e Inthe AD Admin User field

W Al an aroups ack as Diskribukion Lisks
Enforce Parallels Password Policy

Webservice URL:

AD Admin User:

Configuring IDSync® for Market Place communication

& The database credentials should already
be populated on this screen based upon the
database information that you provided in a
previous Section of this guide (as shown in
figure 2.5.2-2).

Now, you'll need the IDSync® Customer License Configuration Settings (this information comes
from the Odin’s Control Panel, previously copied and pasted to a text file).

Check User Status
EVErY seconds

hittps: ffcloud. idsync, comi 443 rpcz, ash

" administrator

bt 2t ki

A0 Admin Password:

Control Panel (refer to figure 2.5.2-4):

Account Number: 4309128

Ir—
. Authenticate
Gateway Password: sesssssssssssssssns
(0], % ¥

‘qlwledr7oliZudydals@d, . | »

Gateway Lser: StarkIndustries 102935

Gakeway Secrel:

Figure 2.5.2-4

provide a dedicated username of an AD Domain Admin within the Fgure 2.5.2-3
customer’s Active Directory.
& This account will be used for all of the management functions that the AD

Control Panel performs. Therefore, it is important that this account be dedicated
to this task and that the account/password be set to non-expiring.

e Enter the AD Admin Password for the AD Domain Admin.

Next, the IDSync Service needs credentials for communicating with the Ingram Customer

e Enter the Gateway User and the Gateway
Password that were stored in the text file
that you created in a previous section of
this guide.

e Then click on the Authenticate button.
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Configuring IDSync® for Market Place communication

Once the Authentication is successfully accomplished, the Gateway Secret and the
Account Number fields will be automatically populated.

No other fields on the Connection Setting tab are required for AD Cloud Portal use. The
other fields and options are specific to other Identity Syncronizer® solutions.
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Entering the License Information

After the ODIN configuration information has been entered, IDSync requires that the license
key information be stored.

e To enter the license key information, click on the License Key tab as shown in figure
2.5.3-1.

e Then enter the License Code (aka the Customer License Number) and the Customer
(aka the Customer Name) as stored in the text file that you created previously.

e Click Apply to save the settings that you have entered.

"'.; Identity Syncronizer® Management Studio

| Connection|

Odin

Conneckion Settings | | License Cade: | naTLieRusHrdn

[License Key [ Customer:  Skark Industries Inc.

oK, Cancel apply

Figure 2.5.3-1
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Installing the IDSync® Services

The next step is to install the IDSync Services.

"3 Identity Syncronizeri Management Studio [ ] TO dO SO, C"Ck on the “SeI‘Vice" tab in the
[Baretey] _ _ Identity Syncronizer® Management
Agent | Service Log | MMC F‘rnxy__; Service _Transactinns Odin StUdlo (see ﬁgure 254_1)
e Then click on the button labeled “Install
Service”.

Agent | Service Log | MMC Service

I Inskall Service I

Figure 2.5.4-1

Skop Service

< After the services have been installed, the services
will start, and the grey circle will change to green Figure 2.5.4-2
indicating that the services are operational (see figure 2.5.4-2).

Congratulations. Your IDSync System is now installed.!
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Next Steps

Upon the first installation of IDSync® in a customer’s environment, IDSync® must download
information regarding the Customer’s Subscription. This download only occurs once and is
only required right after the initial start of the IDSync® Services, and it should take 5 to 10
minutes.

You do not have to take any action to cause this initial download to occur. It will run in
background and nothing additional will display on the Identity Syncronizer® Management
Studio. However, you should be aware that it may prevent you from immediately being able
to use the IDSync® AD Control Panel during the initial download.

To confirm that the required information was correctly downloaded:

e Click on the Odin tab.
e Then, click on the Features tab (at the left of the application).
e A list of valid Subscriptions will be available in the drop-down list (see figure 2.5.4-3).

C Identity Syncronizer® Management Studio

|Connection|

Connection Settings
Subscripkions:
License Key |L2 Reseller B

Features |

Figure 2.5.4-3

Once the download is complete, you will be able to start using the Security Studio to configure
the proper users and access levels. See detailed information about the Security Studio in the
AD Cloud Portal Management Guide.
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