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General Information
Introduction

Access Active Directory directly from Odin Automation and manage Users, Groups, Contacts
and Computers via a web-browser (see figure 1.1-1).

Think about the benefits:

- Offer Better Customer Service with Lower Help Desk Costs.
Estimated at 30% by Meta Group, password change and reset tickets represent a substantial
portion of the calls handled by an IT help desk. Using the IDSync® Cloud Console, it is possible
to more efficiently manage this work load and reset locked accounts or change a users’ AD
password more
quickly from a
browser-based
interface by using
your login to the
Ingram s o roto- : oo
Marketplace. o A . R | E

o)
(:Dsmfc AD Cloud Portal

&) Audittogs || &, Users | & Groups Contacts
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Figure 1.1-1

- Additional MSP Service and Revenue stream

The information in the IDSync® Cloud Console is always current and updated with the most

recent user information contained in Active Directory, all without any additional maintenance
efforts. The IDSync® Cloud Console is intended for use by MSP’s and other service providers
who want to provide additional value for their customers and revenue to their bottom line.
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Introduction - The Cloud Portal

- Manage Active Directory for all your Customers in one place

For an MSP that uses the IDSync® Cloud Portal, the service provider can now gain access to
their customer’s Active Directory through a single and convenient login to Odin Automation
that shows all Active Directory users with select meta-data about each user. From within
IDSync® Cloud Console you can perform multiple activities, such as creating, deleting,
enabling or disabling Active Directory objects, as well as view or edit meta-data information.
Similar to the operation of Active Directory, you make a change by selecting a user, and an
action from the context menu. The change is automatically applied in Active Directory, Cloud
Portal as well as all connected systems such as Odin Automation, Ingram Marketplace and
more — all in real-time.

- Seamlessly interchange Active Directory and IDSync® Cloud Console interfaces.
e Manage Active Directory Users, Groups, Contacts and Computers using an interface
similar to the one you already know from the AD Management Console.
e Create Users and Groups with the same level of requirements and restrictions that
Active Directory has.

IDSync - AD Cloud Portal

‘33‘ Configuration | &Users - &Gruups - Cumacts lgjournputers | _IAudilIUgs
L Add new user

Account Hame -
Create new user

W

Mo filter applied

[P — Brian Craate in: 105, @A17/[HR - Thunderbalts Ine
& ums Frank Account Infermation
rL mbrown Mark First narme: H Initial{z):
‘_'IJ mike. deodato ke Lastname: L Firstname is required H
- Full narme:
rli‘ mimeny Mty Logon name H Darnain: D5 QA7
& norman.oshom Morman Legacy lngan: :ﬂ
,'_c“ thaddeus.roes Thaddeus (pre-ifindows 2000 support)
By warreneliis \arren — Password & Account Settings
Password: | H

User must change password on next login
User cannot change password
Fasswoard never expires

Accountis disabled

Submit Cancel

Figure 1.1-2
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Introduction - The Cloud Portal

e Grant the exact set of permissions your users need, easily limiting or expanding the
objects they can

manage.

IDSync - AD Cloud Portal

-

13‘ Configuration | ,—L-:'Users - &Groups I Contacts @Computers |_|Aud\t|ogs

Account Name

~  First Name Last Name

.| Mofilter applied
£n bhumphries Brian Humphries
rfg mbrown - bl Brown

- 2 Refresh
& mike.deodato Deodato

. Rename User
,.EL narman.osharn Osharn
& thaddeusross Ross

: Disable Account
,.EL warren.ellis Ellis

Reset Password
UnIDckAchJ&
&9 Properties

Figure 1.1-3
- Distribute Tasks, Centralize Control.
IDSync® Cloud Portal will create fully traceable records for every change that portal Users do,

giving you detailed and accurate Audit logs of all the tasks that are being performed within the
Active Directory objects.

IDSync - AD Cloud Portal

@‘ Configuration | ,-L-:'Users e &Groups e Contacts @Computers |_|Audit|0gs

Source
2= .| Mofilter applied
joaguin.penmyswarth
joaguin.penmyswarth
joaguin.penmyswarth
joaguin.penmyswarth
steve.rogers
steve.rogers
steve.rogers
steve.rogers
steve.rogers

Entity Changed

Joh Safety

Recruitment

Training and Developrment
Campliance
norman.oshorn

mmcily

bhumphries

bhumphries

bhumphries

Event

Created new group

Created new group

Created new group

Created new group

Uszer Metadata - {"Description™" Green G Inc"}
Uzer Metadata - {"Description" " CK Model"}
Uszer Metadata - {"Description""MLE Left fielder"}
Uszer Metadata - {"Description™:null}

Uszer Metadata ;- {"Description™"- Description.-"}

Date/Time -

Mar 5, 2018, 4:51:55 M
Mar s, 2018, 4:51:37 M
Mar s, 2018, 4:49:16 P
Mar s, 2018, 4:47:31 M
Mar s, 2018, 2:47:50 M
Mar s, 2018, 2:46:04 P
Mar s, 2018, 2:44:26 M
Mar s, 2018, 2:41:14 M
Mar s, 2018, 1:39:09 M

Figure 1.1-4
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Introduction - The Cloud Portal

- No VPN, No RDP, No Need for AD User accounts

A primary benefit of the IDSync® Cloud Portal is to bypass the effort, cost and customer
coordination required to setup and administer VPN logins for a help desk staff, for each of
engineer or other service provider’s customer’s Active Directory environments which they
support.

- Eliminate the Risk and Need to Share Passwords

And then, to go through the delay and effort to find the right tools for customer login,
managing the login credentials and then finally logging in to the customer’s Active Directory
via a VPN, all while the user is on the phone, to make the changes requested by the user.
While a VPN approach is used by many it can be slow and clumsy and comes with a fair
amount of overhead, including the need to do this over and over for each service engineer or
as many times happens, be open to the risks of password and rights sharing by privileged
users.

- One password, One change, All applications

In the case of the IDSync® Cloud Portal by simply making the password change from the
Portal, the user’s AD password is reset, and that change is then automatically synchronized to
AD and through other IDSync® connectors so that both the Marketplace and other application
logins are enabled, satisfying the user quickly and with little effort or lost time, across all their
applications with a single change in the Portal.




® ) IDENTITY IDSync® AD CLOUD PORTAL

SYNCRONIZER

Cloud-based AD Management

General Information

System QOverview

IDSync® AD Cloud Portal (ADCP) provides a secure means for a managed service provider,
service desk or any othr service department to manage their own Active Directory (AD) Users
and Groups accounts or those of their customers via a web-browser, from on-premises or remote
locations.

4

As depicted in figure 1.2-1 below, ADCP provides secure data tunnels between the customers
network and the ODIN Marketplace, allowing any user with the proper level of rights to log in
to ADCP and perform functions such as enabling/disabling AD Users, changing passwords for
such users, unlocking locked accounts, etc. (the actual level of delegation depends on the
customer needs or preferences). This document focuses on how to access and use the Cloud
Console functionalities.

Ingram Cloud
Marketplace Network for
Customer #1

Secure Tunnel 1 .
Secure Tunnel 2 .
Secure Tunnel n .

Network for
Customer #2

HTTPS Communication

MSP

C— Network for
@ — Customer #n
User Access to IDSync® AD Cloud Portal
Web Page from Customer Control Panel
in the Ingram Marketplace
Figure 1.2-1
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General Information

System Components

The IDSync® Cloud Portal System consists of four components (see figure 1.3-1):

[=ad IDSynC® Manaqement Stud|o — The IDSync® Cloud ortal Components
IDSync® Management Studio is the interface that “
provides the means to configure the IDSync®

System and to install and monitor the IDSync® Management - , Security
Services, which are necessary for Studio . Studio
communications between Active Directory and [

the AD Cloud Portal interface. e

& IDSync® Security Studio — It's the
configuration center for Security Users, Profiles
and Scopes, which form the foundation to

T

provide and limit the Security Rights and Access Cloud . Services
Levels that each user requires and is permitted. Console . )

& IDSync® Services — These applications -

operate as windows background processes and \

provide the required communication between

Active Directory and the Cloud Portal interface.

& IDSync® Cloud Console — This is the cloud-based interface where the remote actual
administration of the AD Users, Groups and Computers is enabled.

Figure 1.3-1

These components build their configurations and operations on top of a SQL Server
database, where they store all the data they need to work.

This guide will focus on the IDSync® Cloud Console, and will explain
the Security elements available to manage Active Directory Objects.
More information about the IDSync® Management Studio and the
Security Studio is available in their respective User Guides.

Cloud
Console

11
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AD Cloud Portal Concepts

& Cloud Portal User: Any
individual who is authorized to access
the ADCP (using the Cloud Console or
the Security Studio).

& Cloud Portal Group: A collection
of Cloud Portal Users who share a
common set of characteristics (for
example, a common Security
clearance level).

Rights &
Features

Security
Profiles

Cloud

& AD Secured Objects: Any User, Portal Users &
Group, Contact or Computer within an Groups
Active Directory environment that may

be managed via ADCP. Figure 1.4-1
& Security Feature: Any function that can be performed by a Cloud Portal

User on an AD or Security Object, for example, editing User’s Properties or running a Report.
& Features Profile: A list of Security Features that have been assigned to a Cloud Portal
User or Group of Users and they can perform.

& Scope: A list of AD Users, Groups or Organizational Units that can be managed by a
Cloud Console User. Along with Cloud Portal Users and Features, Scopes define a Security
Profile (see figure 1.4-1).

& Self-Service Profile: An interface to perform functions (actions) limited to a single AD
User (independent of other service Users), making faster and more convenient transactions
(e.g., a User changing his own password).

& Pre-defined and Customized Reports: Specific and organized information showing the
current state of a given set of Objects (e.g., a list of all Cloud Portal Users with assigned
Profiles and Scopes). ADCP offers a Report Designer to build detailed and fully customized
reports.

& Managed Users Report: A list of AD Users that are manageable via AD Cloud Console.
& Transactions: A list of changes that have occurred via ADCP. Such changes include:
actions made on the Security Module (e.g., modifying a profile or a scope) as well as changes
made to AD Obijects (e.g., changing a User’'s Home Address).

12
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Getting Started
Accessing the IDSync Cloud Console

To access the IDSync Cloud Portal, an MSP begins by logging into their ODIN subscription and
accessing the Reseller Control Panel as shown in figure 2.2-1.

ellelal = ] g Then select "Customers" to bring

up a list of Customers that are

[ Odin® Automation X @ 0din® Automation X

iy Biling §5 HostingCP % My Profile @) Documentation (!) Logout

gainsync|

= E-Operafions
&4 customers
&L Resellers b
Subscriptions
[£] Tasks

= @ Products

IDSync

General

# EditCompany Info 4~ Edit Contacts

| Odin

Figure 2.2-1

configured through the ODIN system.

o Once the list of customers is
displayed, locate the customer for

& Service Templates ame DSyne B R .
) Resources o i which you wish to manage the Active
5 & Services osts . .
O Host Directory objects.
& Web Hosting & Install Service Node
(@ Applications
@ Cloud Infrastructure Hosts &
@ Domain Registrars Accounts
o2 e - : e  Select the shortcut to login as the

Customer into the customer's ODIN
Control Panel (see figure 2.2-2).

@) odin® Automation

[a]l=]=] st

i3 Biling § HostingCP % MyProfile @ Documentation (!) Logout

{3} IDSync
= & Operations List of end cusiomers
o] Customers|
& Resellers ID Company Wendor Brand Mo
Subscriptions
[ Tasks Ownership
=  Products Any v m ) Reset Results
& Service Templates
il Resources
E & Services D Company Vendor Subscriptions  Created Brand Status Actions
& Domains
:J » ‘ 1000001  Cusiomer #1 SenvicePro Cct-22-2017 © Enabled B
& Web Hosiing GR b‘b
I p) S TS 1000002 Customer#2 ServicePro 0ct-27-2017 @ Enableg =]
@ Cloud Infrastructure 08:06
& Domain Registrars 1000003  Customer #3 SenvicePro Jan-11-2018 @ Enabled 9]
@ Infrastructure 1322
| ©din

Figure 2.2-2
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Accessing the IDSync Cloud Console

The shortcut to the Customer's Control Panel will bring up a window similar to the one shown
in figure 2.2-3.

Locate the IDSync tab and select it to show the IDSync Control Panel.
[ lallo|=| =

[®] odin® Automation L
a ¥
Home
Marketplaca - —

Dormains IDSYNC® MARKE TPLACE

ID5ync is a low-cost extensible Erowse for new services
identity management solution

that enables cornpanies to

manage user identity..

Figure 2.2-3

To begin displaying Users, Groups, Contacts, or Computers click on the desired tab, as shown
in figure 2.2-4.

[all=[=] =
@ Customer #2 | Odin@ Autt X
< c o o | i

A Login window will
RN Y  then prompt for the
user’s credentials (the
IDSync - AD Cloud Portal actual rights of the
user will enable the

: correct set of actions
IDSynec Client Download
Below s 3 button thatwill start the download for an archive @ip file containing installers for the IDSyne Client to be install on yaur netw that the user Can

Mote: ITyou click download and nothing happens, please contact us at support@idsyne.corm

Domains perform)-

|z Begin IDSync Client Download

Home

g'\f-) Configuration | &Users - .&Groups - Comacts @Cumputers ‘ =] auditlogs

Marketplace

ASYNIC - - y
1Dy IDSyn¢ Customer License Configuratid Leain
The information found on thig section are setting
client, disregard this information.
Account User name *
Custorner Mame

-

Customner License Mumber Password

Gateway Username

oK
Figure 2.2-4
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Accessing the IDSync Cloud Console

Note that the initial load of data from on-premise Active Directory may take a few minutes
depending on the size of the directory that you are working with (lab-tests show less than a
minute to retrieve a 500 users directory). Eaatiae Emal

While the objects are loading, a message will
display, as shown in figure 2.2-5.

Connecting to the IDSync Security Gateway to retrieve users...

Figure 2.2-5

After selecting the Users tab in AD Cloud Portal, a list of on-premise AD Users will display.

e -
PSYNC AD Cloud Portal
%2 Configuration | AuditLogs || A4 Users | &4 Groups |£] Contacts 45) Computers
Account Name First Name Last Name Email a  Description 15 Enabl Password 15 Lock
Expired
25 .| Nofilter applied
& 1DS169009 Adele1234 Blau1 Adele Blau@Ids.qa17 [
2 Adele Mahler Adele Mahler [P
=& Adelinde Israel P
2 Albertine Frey |5
2 Ibrecht ra [F
2 I Steiner [
i’ Morit P>
o5 Baumbach [P
2 Annegrete Rahm P
2 Antonia Riehl [P
& Amolf Wischnewski 1%
& Arwed Vogele I
2 Baltha jelsang [
& Barbi tot [
B Beat [

Figure 2.2-6
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Working with Active Directory Objects

Viewing Active Directory Objects

Through the IDSync AD Cloud Portal, an MSP can gain access to view Users, Groups, Contacts,
and Computers within the customer's on-premise active directory. To view any of these
respective categories of

information, simply 1,\

select the corresponding (IIJS YNC AD Cloud Portal

menu option as shown
in figure 3.1-1.

%y Configuration |=| Audit Logs || &4 Users | &L Groups |&] Contacts U2 computers
Figure 3.1-1
Viewing AD Computers

By clicking on the Computers tab, a list of computer objects from the on-premise Active
Directory will display.

To see further information about any given computer, right mouse-button on the name of the
computer and select the properties menu item as shown in figure 3.1.1-1.

o
(ID.S‘J’J\’(_“ AD Cloud Portal

sostioge | L Ueers & Oescpd

7 Prapentes

Figure 3.1.1-1
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Viewing Active Directory Objects - Computers

General information about the computer includes its operating system version location and
description.

GE
DsYNC AD Cloud Portal

General 1l Members Of Logins

QA17-DC1

QA17-DC1IDS.QATT

Operation System Infermation

Name Windows Server 2008 R2 Standard
Version 6.1(7601)
Service Pack Service Pack 1

Glose

Figure 3.1.1-2

Membership information show which groups this computer is member of.

Gr
DSYNC AD Cloud Portal

Close

Figure 3.1.1-3

17
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Viewing Active Directory Objects - Computers

Logins shows a record of the user accounts that have logged into the machine.

Gr
DsyNC AD Cloud Portal

Computer Properties

General Members Of Logins

User Last Active (UTC)

Close

Figure 3.1.1-4
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Viewing Active Directory Objects

Viewing AD Contacts

[  lcontact
2 Refresh

f Properties

Figure 3.1.2-1

All of the
familiar contact
property tab
sheets that
would show in
Active Directory
Users and
Computers are
replicated in the
IDSync AD Cloud
Portal interface.

ServicePRO To view Active Directory Contacts, select
el - BSks ~the Contacts tab from the AD Cloud

Test

Contact Properties

Portal.
Gb
SYNC AD Cloud Portal )
. To see further details about a
) Configuration =] Audit Logs |£.,Users 0, Groups |2 Contacts | [ Computers Speclfic Contact’ right—mouse button on
e i ol the contact's name and select the
(@ Firsty McContact First TestContact

properties menu option as shown in
figure 3.1.2-1.

Contact Properties

EEE! RIS j2lepfiogesy| Organizafion |[EREmbegtY General Address Telephones | Organization | Member Of
Job Title: Monarch Home 555 555 5555

Department: Exectuive Mobile

Company: FishFeopleRUs

Contact Properti

General

ies Contact Properties

Address Telephones | Organization | Member Of

General Address Telephones | Organization | Member Of
C; Firsty McContact 123 Main Street
Street
First Name Firsty McContact
Initials City Allantis
Last Name TestContact Zip/Postal 00000
This is a contact description
Description Country/Re
Ofiice

Phone Number
Email

Home Page

(555) 555-5555 x5

Close
Close

19
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Viewing Active Directory Objects
Viewing AD Groups

ServicePRO

To view on-premise Active

Home Hosted Domains

users [GEYOSEN Help & Support  Account

Name
-] Nofiiter applied
? Refresh

7 Properties
Print Operators

Backup Operators

Remote Deskiop Users

o)
(IDSYNC AD Cloud Portal

i'\fn_\ Configuration [=] Audit Logs | & users | &L Groups | [&] Contacts @ Computers

Type

Security Group
Security Group
Security Group
Security Group
Security Group
Security Group

Security Group

Description

Administraters have complete and unrestricted access to the computer/domain
Users are prevented from making accidental or intentional system-wide changes ar
Guests have the same access as members of the Users group by default, except fol
Members can administer domain printers

Backup Operators can override security resrictions for the sole purpose of backing
Supports file replication in a domain

Members in this group are granted the right to logon remotely

Figure 3.1.3-1

All of the familiar
group property tab
sheets that would
show in Active
Directory Users and
Computers are
replicated in the
IDSync® Cloud
Console interface.

Group Details

General

Group Name
Description

Email

Group Type
Distribution

Security

Members

c) Administrators

Directory Groups, select the
Groups tab from the AD
Cloud Portal. To see further
details about a specific
group, right-mouse button
on the group's name and
select the properties menu
option as shown in Figure
3.1.3-1.

Members OF

General

Administrators

Group Details

Account Name

Administrator

Members Members Of

Email

S N — -
Administrators have complete and LEsAlon Adele Blau@ids.gal
unrestricted access to the IDS412097 Albertine Frey@ids.qa17
computer/domain
IDS579197
IDS5427684 Albrecht Graf@ids.qa18
Group Scope
= Built-in local
Domain local Group Details
Global
Universal General Members | Members Of

Group Name
Enterprise Admins

Domain Admins

Group Type
Security Group

Security Group

Close

Close

20
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Viewing Active Directory Objects
Viewing AD Users

To view on-premise Active Directory users, select the Users tab from the AD Cloud Portal. To
see further details about a specific user, right-mouse button on the user's name and select the
properties menu option as shown in figure 3.1.4-1.

GE
DSYNC AD Cloud Portal

%‘:—} Configuration =] Audit Logs | r;‘ Users | &L Groups (& Contacts Computers

Account Name First Name Last Name
No filter applied

IDS169009 Adele1234 Blau1

IDS381147 Adele Mahler

IDS325886 Adelinde Israel

IDS412097 2 Refresh Frey

IDS427684 % Delete Account Graf

e 1o/ be be b be e b e b b ¥

IDS993185 i, Enable Account Steiner
IDS842150 ﬁﬁ Reset Password Moritz3
IDS778854 Accou Baumbach
IDS407565 ag Rahm
1DS929312 & Properties Riehl
IDS965512 Amolf Wischnewski

Email -

Adele Blau@ids.qa17

Adele Mahler@ids gai17
Adelinde Israel@ids.qal7
Albertine Frey@ids.qal7
Albrecht Graf@ids.ga18

Alexa Steiner@ids.qal?
Amadeus Moriz@gmail.com
Anna-Maria.Baumbach@ids.qa17
Annegrete.Rahm@ids.qa17
Antonia.Riehl@ids.qa17

ArnolfWischnewski@ids.qa 17

Figure 3.1.4-1

Account Details

General

All of the familiar user
property tab sheets that
would show in Active .
Directory Users and -
Computers are replicated s
in the IDSync® Cloud s
Console interface.

Display Name

Office
Phone Number
Email

Home Page

$2 1DS412097 (Albertine Frey)

Account Details

General Address

GJ 1DS412097 (Albertine Frey)

Address Account | Telephones | Or p |+

Display Mame Albertine Frey
First Name Albertine
Initials
LIk Last Name Frey
Albertine Frey Account Details
Albertine
45 Account Telephones | Organization | Member Of
MOTE: These features are only usable fram the right-click context
Frey menu
Enabled
Lockad

FPassward never expires
Uszer can not change passward

Site B - Isla Soma
+49-671-668437

Albertine Frey@ids qai7

"]
o
a5

21

Telephones | Or p | w
General
Address
Account
Telephones
Organization
Member Of

-

Save Cancel

Figure 3.1.4-2
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Creating Active Directory Objects
Creating AD Users

e Click on the arrow at the right of the
Users tab and select the Add New User
Option.

Create new user

-] = Domain Root

Account Information
= ADManagementTest

- (= Thunderbaits First name: Thomas Initial(s):
50 Groups Last name Halloway
0 Contacts Full name: Thomas Halloway
& Users Logon name thomas.halloway Domain 1DS.QA17
Legacy logon: thomas_halloway

+ [ Computers
(pre-WWindows 2000 support}
= Domain Controllers
Password & Account Settings
Password:  sessssess | ssssesees
i User must change password on next login
User cannot change password
Password never expires

Account is disabled

3

Creating In: Domain RoofiThunderbolts\Users\ Submit Cancel

Figure 3.2.1-2

Creating Active Directory Users within the IDSync® Cloud Console is a simple process:

IDSync - AD Cloud Portal

% corfguration || L Users = | & Groups = [8 contacts B

Add new user
Account Name .—E‘.}a

First Hame
)

Figure 3.2.1-1

e Fill in the fields on the
‘Create new user’ form

— Password 8 Account Settings

FPasgword: | eesessss

A User must change passward on next login
® Hlt SmeIt When ready Uszer cannot change password
Fassward never expires

Accountis disabled

The new user will be available
in Active Directory almost inmediately.

Compukers

Dornain Controllers
ForeignsecurityvPrincipals
Hosted Partners (ADCF)
Managed Service Accounks
Thunderbolts Inc

2 | HR - Thunderbalts Inc

22

Submik{t:l Cancel

Figure 3.2.1-3

e s
_1_3 Marman Osbarn
_1_3 Thaddeus Ross
_:5 Thomas Halloway
;_;. wWarren Ellis

2 Compliance

:}:E,HR - Training and Developrient

A% e -

Figure 3.2.1-4
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Creating Active Directory Groups within the IDSync® Cloud Console is a simple 3-step process:

Click on the arrow at the right of the Users tab
and select the Add New Group Option.

% configuration | 2L users v | croups | [@ contacts

Add new grou
Hame @ﬂ . Sl

2= | Mofilter applied
A A Receivahble Distribution Group
& A FPayable Distribution Group

Figure 3.2.2-1

Create new group

= Domain Root . . - \
Account Information
- ADManagementTest Fill in the fields on the ‘Create
- Group name: Health Tean"{ 7
[= Thunderbolts neW group form
= Groups Legacy name: Health Team
(pre-Windows 2000 support)
+! 3 Contacts
Group scope Group type
+| [ Users h ;
Domain local Domain local
+ 3 Computers
. Global Distribution
[= Domain Controllers
Universal
3
Creating In: Domain Roof\Thunderbolis\Groups\ Submit Cancel

Figure 3.2.2-2

— Group type
Domain lacal

Hit submit when ready

Distribution

Submi Cancel

Figure 3.2.2-3

The new group will be available in Active Directory almost inmediately.

yved Queties fi?_,F'ayrn:nII lisk {Disk.)

5.QALT = | Payrall QU

| ADManagement ¥2, Compliance

| Builtin H2Health Team

I T|'_|LII'|I:|EI’|:'D|t5 Inc S HR. - Training and Development
| 2| HR - Thunderbalts Irc % HR Docs

Figure 3.2.2-4
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AD Cloud Portal enables the MSP to edit Active Directory properties on Users and Groups
directly from the ODIN Customer’s Control Panel.

To do so, simply right mouse button on the user or group that you wish to edit and select
Properties from the command menu, as shown in figure 3.3-1.

@ Configuration =] Audit Logs | ..& Users

o)
(rl)swc AD Cloud Portal

Account Name First Mame
2= .| Mofilter applied
& IDs169009 Adele1234
& | IDS381147 Adele
&  IDS325886 Adelinde
J& IDS412097 2 Refresh
&, IDs427684 ¥ Delete Account
& 1Ds993185 AL Enable Account
Jb | IDsB42150 P ResetPassword
& | IDs778854
&  IDS407565 ddto a g
2 Dsszg312 & Properties
& | IDSEE5512 Amnolf
& | IDs288265 Arwed
P
Figure 3.3-1

AL Groups |27 Contacts Computers

Last Mame

Blaui
Mahler
Israel
Frey

Graf
Steiner
Moritz3
Baumbach
Rahm

Riehl

e

- %5 configuration | KL users v | & croups w | [8 contacts B computers | =] Auai

MName Type Description
3= | Mofilter applied

& Payroll users Security Group - Floveall Buoons o A tnnlication Users

% Refresh
Li, Payroll list (Dist) Distribution Groy il

Fename Group

JL  Compliance Security Group snce Docs and Application
4L Training and Development | Security Group plication Users

f Froperties
JL  Recruitrnent Security Group
S Job Safety SecUrity Group
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Each of the Active Directory User properties that appear on the General, Address, Telephones
and Organization tabs are replicated in the AD Cloud Console interface and may be edited
through the AD Cloud Portal.

4

** The ‘Account’ tab is also replicated in the AD Cloud Console but is treated as a ‘Read Only

section.
Alexa Steiner Properties K E3 Account Details
Published Certficates | Member Of | Password Replication | Dialin | Object |
Securty | Environment | Sessions | General Address Account | Telephones | Orgd p | +
Remote control | Remote Desktop Services Profile |
Personal Vitual Desktop | COM+ | Attribute Edtor | ¢ )
General | Address | Accourt | Profle | Telephones | Organization | R, 1DS993185 (Alexa Steiner)
3‘ Aexa Steiner
»
= Display Name Alexa Steiner
Rl name’ Initials: [— First Mame Alexa
Last name: ]Stenner Initials |
Last Name Steiner
Display name: INexa Steiner
Description: | Description
Office: |
Telephone number: [+43-5907-624625 Other.. Office
Exmail: [Nlexa Steiner@ids ga17 Phone Number +40-5007-624625
Web page: ] Other Email Alexa. Steiner@ids.qal?
Home Fage
| oK I Cancel ; 2 I Save | | Cancel

Figure 3.3.1-1
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Account Details

General

Address

Account

CJ IDS993185 (Alexa Steiner)

Telephonas

Display Name

Alexa Steiner

Orgi p | =

e To change a field in Active Directory, type in a
value in the appropriate field in AD Cloud Portal's
user properties as shown in figure 3.3.1-2 and

click on the Save button to commit the
change(s).

&
(ﬂ)swc AD Cloud Portal

First Name Alexa
Initials

Last Name Steiner
Description

Office

Phone Number +40-5007-524625
Email Alexa. Steinen@ids.qal?

Home Pags www myhomapage com|

Save Cancel

Figure 3.3.1-2

e After the changes have been
completed, a success message

should appear in the bottom left

hand corner as shown in figure
3.3.1-3.

%23 Configuration

Account Name

.| Mo filter applied

o bo o b o bo be Bo| b be b bo B2

) G

# Status -

| AuditLogs || AL Users | L Groups

() Successfully updated ID5993155!

First Name

IDS169009 Adele1234
IDS381147 Adele
IDS3 Adelinde
IDS41209 Albertine
105427684 Albrecht
1D5993185 Alexa
105842150 Amadeus1

Anna-Maria

Annegrate
Antonia
Arnolf
ID5288265 Arwed
105204568 Balthasar
o | IDS128570 Barbi
IDS781305 Beat

&7 Contacts

B | 50

5] computers

Last Name

Blau1
Mahler
Israel
Frey
Graf
Steiner
Moritz3
Baumbach
Rahm
Riehl
Wischnewskl
Vogele
Vogelsang
Stotz
Gleiltner
Mahn
Neck

| 100

Figure 3.3.1-3

Note: you may have to click on the word Status in the bottom left hand corner to trigger the

system to display status messages.
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After the changes have been synchronized back to on-premise active directory, those changes
should be reflected in active directory users and computers as shown in figure 3.3.1-4.

: Account Details

Published Certfficates | Member Of | Password Replication | Dialin | Object
Security Environment Sessions
Remote control I Remote Desktop Services Profile

Personal Virtual Desktop l COM=+ I Atribute Editor

General | Address | Account | Profie | Telephones | Organization

Alexa Steiner Properties

; Alexa Steiner

ré |
First name: [Alexa Initals: |
Last name: [Steiner
Display name: [Alexa Steiner
Description: [
Ofice: |

General Address Account Telephones | Or p | » ‘
$2 105993185 (Alexa Steiner)
Display Name Alexa Steiner
First Name Alexa
Initials
Last Name Steiner
Description
Office
Phone Number +49-5007-624625
Email Alexa.Steiner@ids.qa17
Home Page www.myhomepage.com %

|

| Save || Cancel |

Figure 3.3.1-4
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Telephone number: |+435907—824625 Other.
E-mail: INexa.Steiner@ids.qa1 7]
W'myhomepage.com p Other...
o
0K Cancel Apply Help
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Enabling/Disabling AD Users

Gr
DsYNC AD Cloud Portal

?@ Configuration =] Audit Logs | ,,L Users | &4 Groups (& Contacts la_;l Computers
Account Name First Name Last Name

. Mo filter applied

T

& IDS169009 Adele1234 Blaui
& | IDS381147 Adele Mahler
& | IDS325886 Adelinde Isragl
& 1Ds412007 2 Refresh Frey

& | IDs427684 3 Delete Account Graf

& | IDs9g3185 2, Enable Account Steiner
& 1DsB42150 /P ResetPassword Moritz3
& | IDs778854 ock Acco Baumbach
& | 1Ds407565 03 group Rahm
£ 1psa29312 & Propatties Riehl

& 1Dsgss512 Amolt Wischnewski
& 1Dsz88265 Arwed Vogele

e To enable an on-premise active
directory user, simply locate the disabled
user from the IDSync AD Cloud Portal User's

list.

A disabled user will display

with an icon with a red “-" L‘b
symbol as shown in figure

332_1 Figure 3.3.2-1

e Once the user is located, highlight the
user, click the right mouse button to

Figure 3.3.2-2

Enable Account

Are you sure you want to enable 1054120977

OK Cancel

Figure 3.3.2-3

™ Enabling IDS412097.

Status -

Figure 3.3.2-4

I») Successfully enabled [D5412097!

#) Status Y

Figure 3.3.2-5

display the command menu as shown in
Figure 3.3.2-2.
e Select “"Enable Account”.

A verification message will display.

e Confirm the enable command by clicking
the OK button (figure 3.3.2-3).

A status message will be displayed in the bottom left-hand
corner of the screen (figure 3.3.2-4).

When the Enable command completes, the status
message should indicate success as shown in Figure
3.3.2-5. At this point, the user should be enabled in
on-premise Active Directory.

Note: The process for disabling a user is identical to the steps for enabling a user except that
you will select the "Disable user" menu option rather than the "Enable user" menu option.
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Changing Password for an AD User

e To reset the password for an active
(o : ;
(IDSYNC AD Cloud Portal directory user, simply select the user
from the IDSync AD Cloud Portal User's
e e tab. Right mouse button to bring up the
:::T Nn‘mtre{amﬂietl ‘ Control menu.
& wswier e Select the "Reset Password" menu
s Z vorer option, as shown in figure 3.3.3-1.
& | 103427688 ¥ Delete Account Graf
z IDS842150 Z:RZZEIEPE:::JZTG Moritz3
z :Ez;;::: Vs ;'mueme-s :2?
Figure 3.3.3-1 Reset Password
A reset password window like Figure 3.3.3-2 will =
open. The reset password window will perform ]

some rudimentary password verification.

Figure 3.3.3-2

Once you have successfully entered the new password, click OK to commit the change.

Sending a password reset request for IDS412097..

Status -

Figure 3.3.3-3

» Status rs

») Successfully enabled IDS4120871

Figure 3.3.3-4

A status message will be displayed in the bottom
left-hand corner of the screen.

When the password change command completes,
the status message should indicate success, as
shown in Figure 3.3.3-4. At this point, the new
password will be set for the user in on-premise
Active Directory.
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Unlocking an AD User

Adele Blau Properties EE3
Published Certficates | Member Of | Password Replication | Dialin | Object
Security ] Environment Sessions
Remote control I y Remote Desktop Services Profile
Personal Virtual Desktop I COM+ I Attribute Editor

" General | Address  Account I Profle | Telephones | Organization

User logon name:

IDS16900 |@Ds.aa17 |
User logon name {pre-Windows 2000):

fips\ [IDS169009

Logon Hours... | LogOn To... |
q""r—ﬁ Unlock account. This account is cumently locked out on this Active
k-«-wai:ccmmﬂer. e
- ’b——:sz—u*a—t—ﬂ:;‘)/’w’_

Account options:

[~ User must change password at next logon
[~ User cannot change password
[~ Password never expires

[ Store password using reversible encryption L]
r~ Account expires
" Never
" End of: Sunday May 07.2017 =
ok | Cancel O

Figure 3.3.4-1

IDSync enables the MSP to remotely unlock
locked user accounts. This feature is available
in both the full AD Cloud Portal product and
the light "Password Reset" version of the
product.

A locked user account in Active Directory will
display with a message like figure 3.3.4-1.

A locked user will appear in Cloud Portal as shown in figure 3.3.4-2.

1) Configuration Audit Logs

Account Name

3

o
(IDSY/\/C AD Cloud Portal

o, Users | && Groups & Contacts

First Name v Enable Password

Figure 3.3.4-2
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Unlocking an AD User

~ e To unlock a locked account, right
(IDS‘//\/C AD Cloud Portal mouse button on the account name of
e the user for which you wish to unlock.
z A command menu will display. Select

i "unlock account" from the menu.

A o = | e A confirmation message will be

B e thge o ‘ displayed similar to figure 3.3.4-4.

3 nftERs o i Click on OK to confirm the unlock

T e e / command

Figure 3.3.4-3
| Unlock Account

Are you sure you want to unlock IDS1690097?

OK Cancel

A status message will display in the lower Figure 3.3.4-4

left-hand corner, as shown in figure
3.3.4-5. Once it displays successful, the || @ Successtully unlocked IDS169009!
account will be unlocked in on-premise
AD.

) Status -

Adele Blau Properties nm Figure 3.3.4-5

Published Certficates | Member Of | Password Repiication | Dialin | Object |
Security I Environment ] Sessions I
Remote control ] Remote Desktop Services Profile I

Personal Vitual Desktop |~ COMs | Attibute Edtor |
" General I Address Account I Profile ] Telephones | Organization I

After the AD user has been unlocked, the on-

User logon name:

(05165009 |@iDs.qa17 &l premise AD user will appear with an “Unlocked
E o o account” message within Active Directory Users and
el Computers, as shown in figure 3.3.4-6.
( UnIo&a;;;i)
Rt e
I~ User must change password at next logon il
I~ User cannot change password

Figure 3.3.4-6
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Editing AD Groups Properties

Each of the Active

Payroll users Properties EHE Group Details
GenDe‘rj;TCt | I!dembersseci"ity Membzleer ftt[ibL;:Z::;::j By I General Members | Members OF D|reCt0ry Group
‘:IR Paproll users c“‘. Payroll users propertles that
e appear on the
Group name [pre-wWindows 2000]: Group name Paymll users General, Member and
P Il Dn d Application L
Description: IF'ayroII Docs and Application Users Description IO e and Appieation Ters Mem ber of ta bs are
Emai | Email replicated in the AD
— Group scope Group type
| Domain lozal & Security ClOUd C0n50|e
5 Global € Distibution Group Type Group Seope interface, and may
® Uiz Distribution Builtin local be edited through
Notes: Security Domain local
- Global the AD Cloud Portal.
Universal
=

QK I Cancel Apply | Help |

Save Close

Figure 3.3.5-1

| Group Details
General Members | Members Of

CJ Training and Development

e To change a field in Active Directory, type in a
value in the appropriate field in AD Cloud

Training and Development I

Group name
Portal's Group properties, as shown in figure . T&D Docs and Application Users
. . BESCHIRTAN
3.3.5-2 and click on the Save button to commit
the change(s). el
Group Type Group Scope
Distribution Built-in lacal
Security Damain local
Glohal
Lniversal

Save Close

Figure 3.3.5-2
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After the changes have been completed, a success message should appear in the bottom left
hand corner as shown in figure 3.3.5-3.

%;}Conﬂguratiun | &,Users - &Gmups b Cumacts Cu

Hame Type
.| Mofilter applied
£ HR Team Security Group
AL Engineering Security Graup
< Note: you may have to click on & R&DTeam Security Group
the Word Status in the bOttom A Operational Suppart Security Graup
. & ITT Security G
left hand corner to trigger the el ER ey oron
J)  Training and Development Security Group

system to display status
messages.

» Successfully updated Training and Developmeani

() Statuz (1] =

Figure 3.3.5-3

After the changes have been synchronized back to Active Directory, those changes should be
reflected in the AD Group properties, as shown in Figure 3.3.5-4.

HR. - Training and Development Propetties

l Group Details x |
General I Membersl tember Dfl Managed B_l,Jl

General Members | Members Of :
JR HF - Training and Development
e 'r¥ |
cJ HR - Training and Development
Group name [pre-windows 2000]: IHH - Training and D' evelopment
Group name HR - Training and Development
TRD Dacs and Application Users Descriphion: IT&D Docs and Application Users
Description §
E-mail: IHH_T nD@Thunderbolks. com
Email HR_TnD@Thunderbolt:
-TnD@Thunderbolts.com rGroupscope———— | [ Group type
= Domait local ' Security
* Global = Distribution
Group Type Group Scope
pvE p=rop 1 Universal
Distribution Builkin local
Security Damain lacal
Notes:
Glohal
| -
Universal _I
=

— = ok I Cancel | Apply |

Figure 3.3.5-4
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Add/Remove Users to Groups
Users can be added to Groups following two different paths:

- From the User’s Member Of tab within the user’s properties page. This ‘method’ allows
one user to be added to more than one group at a time.

e Go to the Users section, then look for the user that you want to add to a group.
e Right-click on the user and click on the Properties option.

IDSync - AD Cloud Portal

%} Configuration | &Users hd .—‘E.Gmups hd Cnntacts @Cumputers | =] au

Account Hame ~ First Hame Last Hame

| 1907447 users shown.  ojagrfitter
,.ﬂ, sam.heughan Sam 1 Rafrash Heughan
,.ﬂ, mila. kuni= Mil= I;—,;B Rename User kunis
,.r_., marina. paviov Marting % Delete Account Pavloy

G kbt r_rn Dizahle Account
,.r_., kate.rmeckinnon Kate é.-f’ Reset Passwaord Mckinnon
S | justin theraux Justin Unlock Accaunt Theroux
,.r_., vanna.sakhno vanng j Properies J Sakhno
,.r_., gillian.anderson Gllllan {5 Andersan

Figure 3.3.6-1

e Go to the ‘Member Of" tab (using any of the navigation buttons).

Account Details * | Account Details
General | Add Account | Teleph ory 7
B = - Flepnenes ”{bv General Address Account | Telephones | Org p @
$2 sam.heughan (Sam Heughan) General
' ) sam.heughan (Sam Heughan) Address
Account
Figure 3.3.6-2 Telephones
Display Marme Sam Heughan Crganization
First Mame Sam _Memberot{b_

Lemiim L
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e C(Click on the Add button.

E Training and Development

Add Selected Group(s)

Figure 3.3.6-4

e Finally click on ‘Add
Selected Group(s)’ to
confirm this operation.

e In the Status bar look for any
message regarding this
addition.

Account Details

45 Account Telephones | Qrganization | Member OF -

Group Name Group Type

This Account does not Seiong fo any growss other than the default
Llsars groun.

[ Add. Remove

Save Cancel
FTPEPT—r—r—r Figure 3.3.6-3
Select Groupis)
Group Name Group Type
= | BofBaroups showhn.  caar filter
HR Team Security Group e Look for the group or groups you
Engineering Security Group want the user to be added to and
R&D Team Security Group select each one of them (by
: , Operational Support Security Group clicking on the checkbox at the left
xx__ IT Team Security Group Of the group’s name).
Security Group

Cancel

F 4
Add Selected Grnup{as)[b Cancel
Figure 3.3.6-5

» Successfully added group(s) to sam heughanl

';;) Status i

Figure 3.3.6-6
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on the checkbox at the left of the
group’s name).

e (Click on the Remove button.

e Confirm the removal request

e Monitor the Status bar and look for
messages regarding this request.

e Locate the user, open its properties
page and go to the ‘Member Of’ tab.

e Select the group or groups you want
to remove the user from (by clicking

In a similar way, Removing a user from a Group is a simple as:

Account Details

4 Account Telephones | Organization | Member Of -
Group Hame Group Type
= HR Team Security Group
Enginesring Security Group
L@Operatinnal Support Security Group
IT Team Security Group
Add... Remove Save Cancel

Figure 3.3.6-7

Add... | Remuv?!b Save Cancel

Figure 3.3.6-8

idsync.demao,org:8080 says

Are you sure you want to remove these groups from sam.heughan?

Figure 3.3.6-9

# Successfully removed group(s) from sam.heughan

"\;) Status -

Figure 3.3.6-10
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- Users can also be added to groups from the Group’s Members tab of its properties

page. This way, it's possible to add more than one user to a given group in a single
transaction.

IDSync - AD Cloud Portal

e Go to the Groups tab and locate the
Group you want the user(s) to be
added to. ame e

. = - 1
%—,} Configuration | ,-f_L‘USerS ¥ | 2L Groups ¥ Cnntacts @CumpL

3 | Bof8groups shown.  clearfilter
e Right-click on the group and select the £ HRTeam Security Group
Properties Option_ £ Engineering Security Group
£ R&D Team SecuUrity Group
dL  Operational Suppont Sacuribs Group

_ ;:‘,\ Refresh
24  |TTeam — Group

- o o Rename Group

24,  Training and Developm) Group

¥ Delete Group

f Froperties ill'_'?

Figure 3.3.6-11

e Once the Group’s properties page is Gl
Open’ gO to the Members tab' Users General ! Members | Members Of
section and click on the Add button. m\- D crovpe

Account Name Email
Group Details sam.heughan sam.heughan@thunderbolts.com
hlembers
Users Select User(s)
User Hame ~ Email
| 1507447 users shown.  cjaarfilter
| sam.heughan sam.heughanig@thunderholts com —
| Smilakunis mila kunis@thunderbolts.com lAddé! l Remove Save Close
| martina.pavloy martina. pavlov@thunderbalts.com
krbtgt Figure 3.3.6-12
n/ kate.rmckinnan kate.mckinnon@thunderbalts.cam
________ justin.theraux justin.theroux@thunderbolts.com
ivanna.sakhno ivanna.sakhno@thunderbolts.com L4 SeleCt the user (or users) to add to thIS
gillian.andersan gillian.andersong@thunderbolts.com group and CI|Ck on the ‘Add Selected User(s)’
Administrator
add. || R button

[ Add Selected Userfsé !'-:Cancel

Figure 3.3.6-13
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e Monitor the Status bar and look for ) Successfully added user(s) to Operational Support
messages regarding this request.
';;) Status \[5
Groﬁ-;;lllijl;a;iails R R T roure 56.11

General Memhbers | Memhbers Of

<« If you're intending to Remove a user

1 7
| & Users | 8L Grous from a Group, simply select (check)

Account Name Email

the user(s) and click on the Remove
rmartina. pavloy martina pavlov@thunderbolts.com button Then confirm the removal by
mila.kunis mila.kunis@thunderbolts.com C"Cking Ok on the pop_up WindOW that
| ! (2] | kate.mckinnon kate.mckinnon@thunderbolts.com .
will be presented.
sam.heughan sam.heughan@thunderbolts.com

Add... Remnve%b Save Close

Figure 3.3.6-15

Add/Remove Groups to Groups
In an analogous way, to add groups to other Security Groups you can follow two paths:

- Using the Group’s Member Of tab within its properties page. This method allows one
group to be added to more than one group at a time.

IDSync - AD Cloud Portal

e Go to the Groups tab and locate the
group you need to work with.

e Right-click on the group and select
the Properties option.

‘?3 Configuration | .-r_-:'-.Users b .—'E,Groups A Contacts HE'JCDmpL

Hame Type

o | B of8groups shawn.  cjaarfiter

£ HR Tearn Secutity Group
&) Engineeting Security Group
£ RaD Team Secutity Group
&l Operational Support - m—T1 1}
— w Refresh

AT Team — m
-~ oz Rename Group

24 Training and Development g

3 Delete Group

e,
& Properties 'i[l\:?

Figure 3.3.6-16

38




IDENTITY

SYNCRONIZER

P

IDSync® AD CLOUD PORTAL

Cloud-based AD Management

Adding/Removing Groups to Groups

Go to the ‘Member Of tab.
Click on the Add button.

| Select Sroup(s)

Group Name a  Group Type
= | 120f14 groups shown,  caar filter
Accounting Security Group
Audit Security Group
Engineering Security Group
HR Team Security Group
IT Team Security Group
= IMorhAmerica Users Security Group
I/ Cihio Lsers Security Graup
-------- Cperational Suppoart Security Graup
FED Team Security Graup
Taxes Security Graup
o4 [Toledo Users Security Graup
Training and Development Security Graup

[ Add Selected Grnup(s)ﬁancel

Figure 3.3.6-18

Monitor the Status bar and look for
messages regarding this request.

Group Details

General Members | Members OF
Group Name Group Type
Marthamerica Users Security Group
A [Ohio Users Security Group
Add.. H Rermay Save Close

Figure 3.3.6-20

Group Details

General tembers | Members Of

Group Hame Group Type

This Group does not belong to any ofher grouns.

{ i%’?emnve

Save Close

Figure 3.3.6-17

e Look for the group or groups you want
this group to be added to and select
each one of them (by clicking on the
checkbox at the left of the group’s
name).

Click on the ‘Add Selected Group(s)’

button to confirm this operation.

» Successfully added group(s) to Cyerational Sunoor

';;) Status

FY

Figure 3.3.6-19

< A similar process is followed when
removing a group from another group.
Simply select the group that this group
will be removed from and click on the
Remove button.
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- Groups can also be added to other Security Group within the Members tab of its
properties page. This way, it's possible to add more than one group to a given group in

IDSync - AD Cloud Portal

a single transaction.

e Go to the Groups tab and locate the
Group you need to work with.

¢ Right-click on the group and select
the Properties option.

| Group Details

General Members

,.L Users 2, Groups

Group Name

Members Of

Group Type

This Groun does cantain any grouns.

Save Close

|- Addg jRemD\re

Figure 3.3.6-22

e Select the group (or groups) to add to this
group and click on the ‘Add Selected
Group(s)” button

e Monitor the Status bar and look for
messages regarding this request.

» Successfully added aroup(s) to Cyerational Supoor

L) Status -

Figure 3.3.6-24
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%23 Configuration | 2 ousers v L croups | [8 contacts B comp

Hame Type
Bof 8 groups shown.  ¢igarfilter

HR Team Security Group

Engineering Security Group

RED Team Security Group

Operational Suppaort ; i 1]}
;? Refresh

IT Team — iup
~% Rename Group

Training and Developrment iup

¥ Delete Group

———
2 Propeties ‘il‘]:?

Figure 3.3.6-21

Once the Group’s properties page is open,
go to the Members tab, Groups section
and click on the Add button.

Group Details

Select Group(s)

Group Hame a  Group Type
| 9ofTT groups shown.  oagr filter
] =4 § Accounting Security Group
=4 § Audit Security Group
Engineeting Security Group
HR Team Security Group
i § IT Team Security Group
Cperational Support Security Group
RE&D Teamn Security Group
;-/- Taxes Security Group
------- Training and Develaprment Security Group

[ Add Selected Group(s)l{l'_*jCancel

Figure 3.3.6-23




